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CELL PHONE SAFETY TIPS
1. CELL PHONES TODAY SHOULD BE CONSIDERED TO BE THE SAME AS A COMPUTER.
Our message to children to be safe online also applies to cell phones.  If you are communicating with someone by cell phone that you don’t know in person, they could be anyone.  Do not give out any personal information.  If you don’t know the person who is calling or texting, do not respond.  Many children report that they receive random text messages from someone they do not know.  Many of these same children report receiving inappropriate or sexual questions via their cell phones.  Children also report receiving inappropriate or sexual pictures online.  

2. TEACH CHILDREN THE OBVIOUS RULES.
Tell your children NOT to provide their names, addresses, phone numbers, schools, or other personal information over their cell phones to anyone that they do not know.  Once a picture is sent via cell phone, just like on the Internet, there is no way to know where that picture has gone.  There is no way to get it back.  Pictures can be manipulated.  Pictures can be saved by sex offenders.

3. INSTALL SAFETY SOFTWARE.
Inexpensive software is available for your child’s cell phone.  Mymobilewatchdog.com provides cell phone software which allows you to monitor all incoming and outgoing phone numbers.  It captures all incoming and outgoing text messages including their content.  It captures all pictures sent to and received by the phone.  A cell phone equipped with this software then logs it on to your computer.  You can also have notification sent to your phone at the same time that they are received by the child.  

4. TALK WITH YOUR CHILDREN ABOUT ENCOUNTERING PORNOGRAPHY.

Teach your child that if they encounter pornography to tell you or a trusted adult.  This can prevent a child from attempting to stop the situation by clicking more buttons and thereby spreading the attack and being exposed to more pornography.

Talk to your child about the dangers of pornography and how it can become an addiction.  Many teenagers are now becoming addicted and obsessed with viewing pornography.  The addiction to pornography can become just as dangerous as an addiction to drugs.  Addiction to pornography can lead to boundary issues and worse.  

5. TALK TO YOUR CHILD ABOUT “SEXTING.”  A new potentially dangerous activity is

increasing in popularity.  “Sexting” is a cross between sex and texting.  It is the act of sending sexually explicit messages or photos electronically, primarily between cell phones.  A juvenile conviction for a sexual offense has serious consequences.  Sending a sexually explicit photo to someone on a cell phone can result in your child being required to register as a sex offender.  Even if “Sexting” does not result in judicial system intervention, the impact can last a lifetime.

6. MANAGE YOUR CHILD’S CELL PHONE USE.
Today’s cell phones are hand held computer devices with full access to the Internet.  As with their computer use, schedule times when your child can have access to their cell phone.  Consider having your child check in their cell phone at a certain time each evening.  We have found that many children sleep with their cell phone.  When you set guidelines or limits on their cell phone usage you reduce their chances of being exposed to inappropriate content.

7. SET CELL PHONE GUIDELINES AND ENFORCE CONSEQUENCES IF THEY ARE NOT FOLLOWED.

Providing guidelines will ensure they know where they stand when it comes to how they use their cell phones as well as the consequences when they break the rules.  If you enforce consequences consistently, children will be more likely to follow the rules.

8. CREATE A RELATIONSHIP WITH YOUR CHILD THAT FOSTERS TRUST AND OPEN COMMUNICATION. 

Open communication and trust is the key.  Many times parents overreact.  If your child comes to you about pornography on their cell phone or about being approached by a stranger, they should be applauded.  Many parents immediately react out of fear and love.  They tell their child they cannot have their cell phone any longer.  That defeats all trust and closes the door to communication.   

CELL PHONES ARE HERE TO STAY.  CELL PHONES HAVE BECOME A SOCIAL INTERACTION TOOL FOR CHILDREN.  WE AS PARENTS NEED TO WORK WITH OUR CHILDREN TO ENSURE THAT THEY DON’T MAKE MISTAKES WITH COMMUNICATION TOOLS SUCH AS CELL PHONES AND THE INTERNET. 

THE FIRST JUDICIAL DISTRICT ATTORNEY’S OFFICE IS COMMITTED TO HELPING KEEP CHILDREN AND TEENS SAFE ONLINE. 
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